oi|H| 2 M2} 7| A/8H-S 0|25t
Mo 2 Hash HA B

- = ™

57| &
Mechsta
(R8Hz, 0|z, UEH, 0]TD)

2 17'.2. 0 @ Codemind




25

- Sound, precise yet scalable static analysis

soundness

scalability precision
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- Sound, precise yet scalable static analysis

soundness

Sparrow - —
(2007)

scalability precision
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- Sound, precise yet scalable static analysis

soundness

General Sparse Analysis
Framework
[PLDI’'12, TOPLAS’14]

cSpdfmﬁfi o

scalability precision



25

- Sound, precise yet scalable static analysis

soundness

Selective X-sensitive Analysis

- by Impact Pre-analysis
[PLDI’'14, TOPLAS’16,SPE’17]

- by Machine Learning
[SAS’16]

cSpar['om“%

scalability precision
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(Selective Context-sensitive Analysis)

100
75
50 -

100 -

25 -

Baseline 3-CFA IMPCT ML Baseline 3-CFA IMPCT ML
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(Selective Relational Analysis)
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- Sound, precise yet scalable static analysis

soundness

Selectively Unsound Analysis

Sparrow
[ICSE’17] r . @%

(201 7)

scalability precision
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. MHHO 2 Ot-SHEM (loop, lib call QHA 2 A)

-
Buffer Overrun Analysis Taint Analysis
#True Alarm #False Alarm #True Alarm #False Alarm
100 - gy -+ oo 100
75 -
50
25 -
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soundness soundness

/\

scalability precision scalability precision

FrePgmxIl— A

CHat: B4 2HA|, 28U (context), 25 (flow),
O (soundness), =

10
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error states
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; A I I A program states
i 7=

error states

sound & precise analysis

N

sound analysis

D

12 unsound analysis
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o/ LM
(Selective X-sensitive Analysis by Impact Pre-analysis)

soundness soundness
scalability precision scalability precision

- Selective Context-Sensitivity Guided by Impact Pre-Analysis, PLDI'14
- Selective X-Sensitive Analysis Guided by Impact Pre-Analysis, TOPLAS’ 16
- Selective Conjunction of Context-sensitivity and Octagon Domain toward Scalable and Precise Global Static Analysis, SPE’17

14



program states program states program states

error states error states error states
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e.g.) octagon analysis : (£z) — (xy) <c

int a = b;

1

> int ¢ = input(); // User input
3 for (i = 0; i < b; i++) {

4 assert (i < a); // Query 1

5 assert (i < c¢); // Query 2

6

*Consider x-y < c only,
for simplicity




e.g.) octagon analysis : (£z) — (xy) <c

1
2
3
4
5
6

int a = b;

int ¢ = input(); // User input
for (i = 0; i < b; i++) {
assert (i < a); // Query 1
assert (i < c¢); // Query 2




e.g.) octagon analysis : (£z) — (xy) <c

int c

int a = b;

= inputQ);
i =0; 1 <D
assert (i < a);
assert (i < c);

// User input
; i) A

// Query 1

// Query 2



e.g.) octagon analysis : (£z) — (xy) <c

1
2
3
4
5
6

int a = b;
input () ;

int c

}

// User input

// Query 1
// Query 2



e.g.) octagon analysis : (£z) — (xy) <c

int a = b;

int ¢ = inputQ); // User input
for (i = 0; 1 < b; i++) {
assert (i < a); // Query 1

i< c); // Query 2

1
2
3
4
5 assert
6




e.g.) octagon analysis : (£z) — (xy) <c

1
2
3
4
5
6

int a = b;
int ¢ = input();

// User input

for (i = 0; i < b; i++) {

assert (i < a);
assert (i < ¢);

// Query 1
// Query 2




e.g.) octagon analysis : (£z) — (xy) <c

int a = b;

1

> int ¢ = input(); // User input
3 for (i = 0; i < b; i++) {

4 assert (i < a); // Query 1

5 assert (i < c¢); // Query 2

6

}




-
g -
1
2
3
4
5
6

—

(cluster) Qt0f| QU= H4= ALO] ZHA| T
int a = b;
int ¢ = inputQ); // User input
for (i = 0; i < b; i++) {

assert (i < a); // Query 1

assert (i < c¢); // Query 2
+

{c}

23



X (Relational)

Main
Analysis

Other Precision Aspects
24
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. 0l]) octagon analysis :

S wi40| 2| 23 + 2P0l DAS| 2

1: int a = b;

2: int c = input();

3: for (1 =0; 1 <b; i ++) {
4 assert (i < a); Jrprpmn
5: assert (i < c);

6

IR -

25
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Al

r<

= O
. AMEHZA _T_'_|-7:|| =P85
L2 1 [LERe
= L O | = = | 8 O/ 4
- 7|1& 7= Chid|, H2| 38 HO| SF, &4 AlZF81% E4
= A =4 (fully relational)2 2KLOC 74|
- ) 2= & &4 (tully relational)& 2KLOC 771&
Program LOC| #Variable | #Query Syntactic Packing Approach Our Selective Relational Analysis Comparison
proven time | mem pack| proven pre| main| total | mem pack | Precision Time
calculator-1.0 298 197 10 2 0.3 63 18 (7.3) 10 0.1 0.1 0.2 52| 3( 3.6) +8 -33.3%
spell-1.0 2,213 531 16 1 48 109 119(7.7) 16 1.7 0.7 24 63| 6(11.0) +15 -50.0%
barcode-0.96 4,460 2,002 37 16 11.8] 221| 276(8.1) 37 12.2 18.3 30.5| 100| 12 (25.0) +21 158.5%
httptunnel-3.3| 6,174 1,908 28 16 26.0| 220| 454 (7.0) 26 10.8 4.5 153 105| 8( 5.8) +10 -41.2%
bc-1.06 13,093 2,194 10 2 247.1| 945| 606 (7.8) 9 82.3 350 117.3| 212 4( 4.0) +7 -52.5%
tar-1.17 20,258 5,332 17 7| 1,043.21,311 1,259 (7.5) 17| 598.5 63.3| 661.8| 384| 7( 3.9 +10 -36.6%
less-382 23,822 4,482 13 0| 3,031.5|1,439(1,017 (6.3) 13(2,253.2| 596.2|2,849.4| 955| 8( 6.3) +13 -6.0%
a2ps-4.14 64,590 16,531 11 0129,479.312,304 (2,608 (7.8) 11(2,223.5| 518.2(2,741.7| 909| 6( 6.7) +11 -90.7%
Total 135,008 33,177 142 44 133,840.3|6,611 139(5,182.3(1,236.3|6,418.6|2,780 +95 -81.0%

27




01|) _E_D_I"I L= (Context-sensitivity)

int h(n) { return n; }
void f(s) {
1: p = h(s);
assert(p > 1); // Q1
2: g = h(input());
assert(q > 1); // Q2
}
3: void g() { f(8); }
void main(){
4: f(4);
5:  qg();
6: g();

¥
v 144
ol (oo




=
PEazUd4E &4 29 olHl &4
— =




- HABE 24% L2, 24 AL 28% St

- ¢f.) 3-CFA : &2 4=t ZAMAIZF1300% =7}

Program LOC Proc Context-Insensitive Our Selective Context-Sensitive Analysis Alarm Overhead
#alarm time #alarm pre main total #selected call-sites ~» | reduction pre main

spell-1.0 2,213 31 58 0.6 30 0.1 0.8 0.9 25 / 124 (20.2 %) 3 48.3% 16.7% 33.3%
bc-1.06 13,093 134 606 14.0 483 1.9 14.3 16.2 29 /777 (37%) | 2 20.3% 13.6% 2.1%
tar-1.17 20,258 222 940 42.1 799 54 41.8 47.2 51 / 1213 (4.2 %) 3 15.0% 12.8% —0.7%
less-382 23,822 382 654 123.0 562 33 163.1 166.4 51 / 1,522 (34%) | 4 14.1% 2.7% 32.6%
sed-4.0.8 26,807 294 1,325 107.5 1,238 7.4 110.2 117.6 25 / 868 (2.9 %) 3 6.6% 6.9% 2.5%
make-3.76 27,304 191 1,500 84.4 1,028 7.1 99.1 106.2 67 / 1,050 (6.4 %) 3 31.5% 8.4% 17.4%
grep-2.5 31,495 153 735 12.1 653 2.4 13.5 15.9 33 / 530 (6.2 %) 3 11.2% 19.8% 11.6%
wget-1.9 35,018 434 1,307 69.0 942 12.5 69.6 82.1 79 / 1,973 (40%) | 5 27.9% 18.1% 0.9%
a2ps-4.14 64,590 980 3,682 118.1 2,121 29.5 148.2 177.7 237 1 2450 (9.7%) | 9 42.4% 25.0% 25.5%
bison-2.5 101,807 1,427 1,894 136.3 1,742 34.6 138.8 173.4 173 /7 2,038 (85%) | 4 8.0% 25.4% 1.8%
Total 346,407 | 4,248 12,701 707.1 9,598 1042 | 799.4 | 903.6 | 770 / 12,545 (6.1 %) 24.4% 14.7% 13.1%
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LA 20| SA0| ERet 37

[ I—
int inc(int i) { r = i + 1; return r; }

void f(int x, int y){
n = input();
if(n >= y){ = =i) =
RESEON (b=i)\/(d=i)=T
X = V;
} .
assert(n < x); // Query 1 b =i
}

void g(int z){
n = input();
assert(n < z); // Query 2
+
a = inc(b); c = inc(d);
void main(){
a = inc(b);

c = inc(d); - = = =
s a-b <= +o00 c -d <= +00

f(c, d);
g(a);
g(c);

inc(int i)

32
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L Q 5t BA|QF SUS 20| Rt O] £

int inc(int i) { r = i + 1; return r; }

void f(int x, int y){

inc(int i)
assert(n < x); // Query 1
}

void g(int z){

n = input();

assert(n < z); // Query 2
+

c = inc(d);
void main(){
a = inc(b);
¢ = inc(d); a-b<=1 c-d<=1
f(a, b);
f(c, d);

g(a); {a, b, i, r} {CI dl il r}
g(c);
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off

dstrsplit(char** list, int* length){
*1ist = malloc(length);

t
a_find_input_rages(...){ find_field(...){
dstrsplit(&listl, &lengthl); dstrsplit(&list2, &length2);
i = 0; i = 0;
while(i < lengthi1){ while(i < length2){
list1[i] = ... list2[i] = ...
} +
¥ }

{list1, lengthl, list, length}

*from combine-0.3.3
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off

void str_add_char(str* str, char c){
str->lent+;
if (str->len >= str->men){
str->mem = str->len + 64;
str->str = xrealloc(str->str, str->mem);

+
str->str[str->len - 1] = c;
+
void £O{ | void g1
// stri->strl.size = strli->mem > stri->len // str2->str2.size = str2->mem > str2->len
str_add_char(strl, cl); str_add_char(str2, c2);
¥ }
{stri->str, stri-slen,, strl->mem} {str2->str, str2-slen, str2->memj}

*from spell-1.0
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HE =M (modular analysis)

- A D Neis5 2 EE =z 540)F [ B + Xof

I L \T = 1




HEH 2M (modular analysis)

2 D2 S 2t BB == 442 2 BM + R

I L \T = 1




HEH 2M (modular analysis)

2 D2 S 2t BB == 442 2 BM + R

I L \T = 1




HEH 2M (modular analysis)

2 D2 S 2t BB == 442 2 BM + R

I L \T = 1
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HE =M (modular analysis)

__1

void f(int x, int y){
n = input();
if(n >= y){
y n + 64;
X = V;

+

assert(n < x);

}

// Query 1

void g(int z){
n = input(Q);
assert(n < z);

}

// Query 2

void main(){
a = inc(b);
c = inc(d);
f(a, b);
f(c, d);
g(a);
g(c);

SH40IC Q2

int inc(int i) { r =i + 1; return r; }

e AES Qo%ej=0 =&

Function Pre Post Query
INC T i-rCh Ar—1iC k| ()

: T T @
y—xC k| n—xCHk A - {1}

g T T )
main T a—bChk A - {1}

42
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void f(int x, int y){

n = input(Q);

if(n >= y){
y = n + 64;
X = V;

}

assert(n < x);

}

// Query 1

43
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int inc(int i) { r = 1 + 1; return r; }

void f£(int x, int y){ Function Pre Post
n = input();
if(n >= y)A{ .
1yn=ni’64; INC T i-rCHx Ar—1il %
X = y;
¥ T T
assert(n < x); // Query 1 f
) y—xC k| n-xChA -

44
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Function Pre Post
INC T i—-rCx Ar—il %

T

a = inc(b);

l a-bC /\b-acC %

c = inc(d);

45
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int inc(int i) { r = 1 + 1; return r; }

void f(int x, int y){
n = input();

if(n >= y){ ]
y = n + 64; Function Pre Post Query
X = V;
} .
assert(n < x); // Query 1 INC —|— i—rE* /\r—iE* @
}
void g(int z){ I 1 QO
n = input(); f
}assert(n<z); // Query 2 v—xC % n—xC% A --- {1}
void main(){ E; _r 7_ Qb
a = inc(b); .
¢ = inc(d); main T a—bCk A .- {1}
f(a, b);
f(c, d);
g(a);
g(c);

46




e netint 14 R
return r; ’ rc o ({r, i}, 1)
}
18: a = inc(b); a-bcx:({a,b,ri} {18}
b-aCx:({a,b,r i}, {18)

47
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program states program states program states

error states error states error states
H4 (=P
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= "1 —l T
(Selectlve X-sensitive Analy5|s by Machine Learning)

soundness soundness

scalability precision scalability precision

- Learning a Variable-Clustering Strategy for Octagon from Labeled Data Generated by a Static Analysis, SAS’16

49
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2| LE HAE Hi S
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- CH2 2opofME ojo] 4= £ () amazon .

Q k. Bugzilla
‘&
1=l stackoverflow + CS/OQZY"OZI} B 7
The Earty Bird JFHE
source;:[{:[2 |
Big Data Static Analyzer
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- e.g.) 17 open source benchmarks (~100KLOC)

Time B Var.Clustering
B Main Analysis

0 10000 20000 30000 40000

51
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Time B Var.Clustering
B Main Analysis

[PLDI'14]

[ML-based] I

0 10000 20000 30000 40000

52
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Static Machine
II- Analysis - Learning
—— \v‘ ——
D R —

Codebase Training Data Classifier
(Var. relationship)

Variable
Clustering
— |1
Target Results
Program (Var. Relationship) Clusters
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1 Machine
¢ Learning

II—- Analysis .\ /
D v \

Codebase Training Data  § Classifier
(Var. relationship) #
Variable
Clustering
— |1
Target Results
Program (Var. Relationship) Clusters
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int a = b;

1

> int c¢ = input(); // User input
3 for (i = 0; i < b; i++) {

4 assert (i < a); // Query 1

5 assert (i < c¢); // Query 2

6

@ :{(a,b), (a,i), (b,a) ...}
© :{(a,c), (b,c), (c,a) ...}

Octagon Analysis

55
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- O] 24 2 =FH A 4 [PLDI'4]

A 24, = e4EH= 42 HIE

L

1 1nt a = b;
> int c¢ = input(); // User input
3 for (i = 0; i < b; i++) {
4 assert (i < a); // Query 1
5 assert (i < c¢); // Query 2
6

v(k) =Z

v(T) =Z U {+oc}

@ :{(a,b), (a,i), (b,a) ...}
© :{(a,c), (b,c), (c,a) ...}

Octagon Analysis Impact Pre-analysis
56
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Static Machine
II—-D Analysis Learning
——
Codebase ! Training Data Classifier

tvar. relationship)

Variable
Clustering
— []
Target Results
Program (Var. Relationship) Clusters
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=4l (feature)

. TR P otofl Qi B4 W (x,y) Off B3t 307t S

(Positive situations for Octagon) (General syntactic features)

- X=y+kK or y=x+k - xoryis a field

- X<=y+k or y<=x+k x and y represent sizes of arrays
- x=malloc(y) or y=malloc(x) x or y is the size of a const string
- x[y] or ylIx] x or y is a global variable

(Negative situations for Octagon) (General semantic features)
- x=cy ory=cx (c!=1) - x or y has a finite interval
- X=YZ or y=XZ - x oryisalocal varin a recursive function

- X=y/z or y=x/z - X, y are not accessed in the same function

58



=4l (feature)

EZo| ZQT (Gini Index 2 =)

- B &EH>SY &S

(Positive situations for Octagon) (General syntactic features)

- X=y+kK or y=x+k - xoryis a field

- X<=y+k or y<=x+k x and y represent sizes of arrays
- x=malloc(y) or y=malloc(x) X or y is the size of a const string
- x[y] or ylIx] x or y is a global variable

(Negative situations for Octagon) (General semantic features)
- x=cy ory=cx (c!=1) - x or y has a finite interval
- X=YyZ or y=XZz - x oryisalocal varin a recursive function

- X=y/z or y=x/z - X, y are not accessed in the same function

59 *Top 5 most important features



227| (Classifier)

CBIS % ERI| C: Var x Var — {8,6) 8%

. NM& QUL 3K ZES5 F5a

c.f.) logistic regression 22 a+&: 10~12x =&
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Static Machine
II—- Analysis - Learning
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D v

Codebase Training Data Classifier
(Var. relationship)

B o= Y a2 g Ao fo o o0 o la. BT N O (e e D et e Ny e i S

Variable

Clustering
— |1

Clusters ¢

. Target Results
. Program (Var. Relationship)

o pocn 2o s o =2 ST i2 e ais A mai Ak B Lot BRI WO e e = Aoy B Lo a2 S e e o i Ao B Lo _poaaa
i 5 2 = 2 = n
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- transitive 24| = AHAZ A &L
1 1nt a = b;
> int c¢ = input(); // User input
3 for (4 = 0; i < b; i++) {
4 assert (i < a); // Query 1
5 assert (i < c); // Query 2
6
0
@®
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29 2t

- Effectiveness (leave-one-out cross validation)

Program LOC #Abs.Loc. # Alarms Time(s)
Itv Impt ML Itv Impt ML
brutefir 103 54 4 0 o) 0 o) o)
consol 298 165 20 10 10 0 0 0
id3 512 527 15 6 6 0 0 T
spell 2,213 450 20 8 17 0 1 T
mp3rename 2,466 332 33 3 3 0 1 ]
irmp3 3,797 523 2 0 0 1 2 3
barcode 4,460 1,738 235 215 215 2 9 6
httptunnel 6,174 1,622 52 29 27 3 35 5
e2ps 6,222 1,437 19 58 58 3 6 3
bc 13,093 1,891 371 364 364 14 252 16
less 23,822 3,682 625 620 625 83 2,354 87
bison 56,361 14,610 1,988 1,955 1,955 137 4,827 237
pies 66,196 9,472 795 /785 785 49 14,942 95
icecast- 68,564 6,183 239 232 232 51 109 107
raptor 76,378 8,889 2,156 2,148 2,148 242 17,844 345
dico 84,333 4,349 402 396 396 38 156 51
Ish 110,898 18,880 330 325 325 33 139 251
Total 7,406 7,154 7,166 656 40,677 1,207
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29 2t

- Effectiveness (leave-one-out cross validation)

Program LOC #Abs.Loc. # Alarms Time(s)
Itv Impt ML Itv Impt ML
brutefir 103 54 4 0 o) 0 o) o)
consol 298 165 20 10 10 0 0 0
id3 512 527 15 6 6 0 0 T
spell 2,213 450 20 8 17 0 1 T
mp3rename 2,466 332 33 3 3 0 1 ]
irmp3 3,797 523 2 0 0 1 2 3
barcode 4,460 1,738 235 215 215 2 9 6
httptunnel 6,174 1,622 52 29 27 3 35 5
e2ps 6,222 1,437 19 58 58 3 6 3
bc 13,093 1,891 371 364 364 14 252 16
less 23,822 3,682 625 620 625 83 2,354 87
bison 56,361 14,610 1,988 1,955 1,955 137 4,827 237
pies 66,196 9,472 795 /785 785 49 14,942 95
icecast- 68,564 6,183 239 232 232 51 109 107
raptor 76,378 8,889 2,156 2,148 2,148 242 17,844 345
dico 84,333 4,349 402 396 396 38 156 51
Ish 110,898 18,880 330 325 325 33 139 251
Total 7,406 7,154 7,166 656 40,677 1,207

-g22] 1-240




29 2t

- Effectiveness (leave-one-out cross validation)

Program LOC #Abs.Loc. # Alarms Time(s)
Itv Impt ML Itv Impt ML
brutefir 103 54 4 0 o) 0 o) o)
consol 298 165 20 10 10 0 0 0
id3 512 527 15 6 6 0 0 T
spell 203 aso[ 20 8 7] 0 1 1
mp3rename 2,466 332 33 3 3 0 1 ]
irmp3 3,797 523 2 0 0 1 2 3
barcode 4,460 1,738 235 215 215 2 9 6
httptunnel 6,174 1,622 3 35 5
e2ps 6,222 1,437 119 58 58 3 6 3
bc 13,093 1,891 371 364 364 14 252 16
less 23,822 3,682 625 620 625 83 2,354 87
bison 56,361 14,610 1,988 1,955 1,955 137 4,827 237
pies 66,196 9,472 795 /785 785 49 14,942 95
icecast- 68,564 6,183 239 232 232 51 109 107
raptor 76,378 8,889 2,156 2,148 2,148 242 17,844 345
dico 84,333 4,349 402 396 396 38 156 51
Ish 110,898 18,880 330 325 325 33 139 251
Total 7,406 7,154 7,166 656 40,677 1,207

-gp2| {-240




29 2t

- Effectiveness (leave-one-out cross validation)

Program LOC #Abs.Loc. # Alarms Time(s)
Itv Impt ML Itv Impt ML
brutefir 103 54 4 0 o) 0 o) o)
consol 298 165 20 10 10 0 0 0
id3 512 527 15 6 6 0 0 T
spell 2,213 450 20 8 17 0 1 T
mp3rename 2,466 332 33 3 3 0 1 ]
irmp3 3,797 523 2 0 0 1 2 3
barcode 4,460 1,738 235 215 215 2 9 6
httptunnel 6,174 1,622 52 29 27 3 35 5
e2ps 6,222 1,437 19 58 58 3 6 3
bc 13,093 1,891 371 364 364 14 252 16
less 23,822 3,682 625 620 625 83 2,354 87
bison 56,361 14,610 1,988 1,955 1,955 137 4,827 237
pies 66,196 9,472 795 /785 785 49 14,942 95
icecast- 68,564 6,183 239 232 232 51 109 107
raptor 76,378 8,889 2,156 2,148 2,148 242 17,844 345
dico 84,333 4,349 402 396 396 38 156 51
Ish 110,898 18,880 330 325 325 33 139 251
Total 7,406 7,154 7,166 656 40,677 1,207
66 X62 X2
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- Generalization : 242 Z=2 120 20 (<60KLOC) et&

# Alarms Time(s)
All All

Program LOC Abs. Loc.

pies 66,196 9,472
icecast- 68,564 6,183 239 232 232 51 13 99
....... 76,378 8,889 2,156 2,148 2,148 242 345 388
84,333 4,349 402 396 396 38 61 62
110,898 18,880 330 325 325 33 251 251
Total 7,406 3,886 3,886 413 865 898
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(Selectively Unsound Analysis by Machlne Learning)

soundness soundness
scalability precision scalability precision

- Machine-Learning-Guided Selectively Unsound Static Analysis, ICSE’17
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while(ed{ C } p if(e){ C } A;1ib();B; » A;B;

program states program states program states

error states error states error states

sound selectively unsound unsound
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- Interval domain + standard widening

str = "hello world";

for (i=0; !str[i]; i++)// buffer access 1
skip;

size = positive_input();

for (1=0; i<size; 1++)
skip;
. = str[i]; // buffer access 2
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dot HI 2y =47

- Interval domain + standard widening

str = "he
for(l 0;
skip;

Size = po
for (
Sklp,

. = str]|

e

11o world"°
'str[i]; 1++)// buffer access 1 li

sitilive_1input (

i<size; 1++
size: [0, +00]

// buffer access 2




2|FHo= QMg s LYot B 28 &
- BE seEs EEAH2 = oA

str = "hello world";
1 = 0;
if (!str[i]) // buffer access 1
skip;
size = positive_input ();
1 = 0;
1f (1 < size)
skip;
= str[i]; // buffer access 2
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str = "hello world";
1 = 0;
if (!str[i] // buffer access 1
skip;
size = positive_input ();
1 = 0;
if (1 < size)
skip;
= str[i]; // buffer access 2
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1 LHH =47
str = "hello world";
1 = 0;
if(!str[i]) // buffer access 1
skip;
size = positive_1input () ;
for(i = 0; 1 < size; i++)
skip;

= str[i]; // buffer access 2 ll
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Algorithm 1 Training data generation

if |A}[ = |A;| A |A}| <|Af| then

1: T:=0

2: for all (P;,B;) € P do

4. (At,Af) = (AzﬂBz,Az\B@)
5: for all j € Jp, do

6: A, = F(P;,1\ {j})

8:

9: T:=TU{f()}

10: end if

11: end for

12: end for
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Algorithm 1 Training data generation

1: T:=0

2: for all (P;,B;) € P do

4. (At,Af) = (AZ B Bz,Az \ Bz)

5: for all j € Jp, do

6: A, = F(P;,1\ {j})

8: if ALl = |A:] A |A’f| < |A¢| then
9: T:=TU{f()}

10: end if

11: end for

12: end for
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Algorithm 1 Training data generation

1: T:=0

2: for all (P;,B;) € P do

4. (At,Af) = (AzﬂBz,Az\B@)

5b: for all 5 € Jp«do

6: A =F(P,1\{J])

8: if ALl = |A:] A |A’f| < |A¢| then
0 T:=TU{f())

10: end if

11: end for

12: end for

o

30

L B IT
(B%I_; =}
ot (242t 7H4)



ol |_'_-|| ()l E-l AH AT
- = o O
= o . olS _
ZH|2 B0 927t YA s ZRON
o = S - A = T LS - H
Crad= 27| Al 8=t = 5o = R[4 &= 5
- 0) ==hF, 2l0|E2e| ==
Algorithm 1 Training data generation
1: T:=0
2: for all (P;,B;) € P do
5:  for all j € Jp, do oL 27 |5t 24
6: A = F(Pi,1\ {j})
7 (A, AP (A N By, A; \ B;)
&: if ALl = |A:] A |A’f| < |A¢| then
9: T:=TU{f()}
10: end if
11: end for
12: end for
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Algorithm 1 Training data generation

1: T:=0

2: for all (P;,B;) € P do

4. (At,Af) = (AzﬂBz,Az\B@)

5: for all j € Jp, do

6: A, = F(P;,1\ {j})

8: if ALl = |A:] A |Aff| < |A¢| then
0; T:=TU{I0)]

10: end if

11: end for

12: end for
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str = "hello world";
for (1=0; !str[i]; 1++)
skip;

// buffer access 1

size = positive_input();

for (1i=0; i<size; 1i++)
skip;

. = str[i];

// buffer access 2

33
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Outlier detection
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Target Feature Property Type Description
Null Syntactic Binary = Whether the loop condition contains nulls or not
Const Syntactic Binary  Whether the loop condition contains constants or not
Array Syntactic Binary  Whether the loop condition contains array accesses or not
Conjunction Syntactic Binary = Whether the loop condition contains && or not
IdxSingle Syntactic Binary = Whether the loop condition contains an index for a single array in the loop
IdxMulti Syntactic Binary = Whether the loop condition contains an index for multiple arrays in the loop
IdxOutside Syntactic Binary  Whether the loop condition contains an index for an array outside of the loop
Initldx Syntactic Binary = Whether an index is initialized before the loop
Exit  Syntactic Numeric The (normalized) number of exits in the loop
Size  Syntactic Numeric The (normalized) size of the loop
Loop ArrayAccess Syntactic Numeric The (normalized) number of array accesses in the loop
ArithInc Syntactic Numeric The (normalized) number of arithmetic increments in the loop
Pointerlnc Syntactic Numeric The (normalized) number of pointer increments in the loop
Prune Semantic Binary = Whether the loop condition prunes the abstract state or not
Input Semantic Binary = Whether the loop condition is determined by external inputs
GVar Semantic Binary  Whether global variables are accessed in the loop condition
FinInterval Semantic Binary  Whether a variable has a finite interval value in the loop condition
FinArray Semantic Binary = Whether a variable has a finite size of array in the loop condition
FinString Semantic Binary = Whether a variable has a finite string in the loop condition
LCSize Semantic Binary = Whether a variable has an array of which the size is a left-closed interval
LCOffset Semantic Binary = Whether a variable has an array of which the offset is a left-closed interval
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the loop
Const Syntactic Binary = Whether the parameters contain constants or not
Void Syntactic Binary = Whether the return type is void or not
Int Syntactic Binary = Whether the return type is int or not
CString Syntactic Binary = Whether the function is declared in string.h or not
InsideLoop Syntactic Binary = Whether the function is called in a loop or not
#Args Syntactic Numeric The (normalized) number of arguments
DefParam Semantic Binary = Whether a parameter are defined in a loop or not
Library UseRet Semantic Binary = Whether the return value is used in a loop or not
UptParam Semantic Binary = Whether a parameter is update via the library call
Escape Semantic Binary = Whether the return value escapes the caller
GVar Semantic Binary = Whether a parameters points to a global variable
Input Semantic Binary = Whether a parameters are determined by external inputs
FinInterval Semantic Binary  Whether a parameter have a finite interval value
#AbslLoc Semantic Numeric The (normalized) number of abstract locations accessed in the arguments
#ArgString Semantic Numeric The (normalized) number of string arguments

85



L2374 2O, HI{H 2

- CHA - =2t 210|Bd 2 ==

#True Alarm
100 - 100 -
75 - 75
50 - 50 -
25 - 25
0 0
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#True Alarm

100 - 100 -

75 - 75 -
50 - 50 -

25 - 25 -
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OrOIEO1: off s =442

/* real code x/

JOI"

a2 Edlie (42

pos = 0,
ath = malloc(temp);
gath len = tmp; P /*x example x/
- ! arr = malloc(size);
1 = 0;
. hile(i < size){
while(pos < path_len){ = W o
path[pos] = 1; QLLlil = 0;
i+
}
POS++;
}

}
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