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o FX|E HHZ (Of: “dependency hell”

X5t (Of

Instruction cache miss

| pirectory

archi
: CVE-2005-1918 Learn more at National Vulnerability Database (NVD)
« CVSS Severity Rating » Fix Information Vulnerable Software Versions « SCAP Mappings

CPE Information

The original patch for a GNU tar directory traversal vulnerability (CVE-2002-0399) in Red Hat Enterprise Linux 3 and
2.1 uses an "incorrect optimization" that allows user-assisted attackers to overwrite arbitrary files via a crafted tar

fila. probably involving "/../" sequences with a leading "/".

« CVSS Sever
CPE Information




Chisel: code-level SW debloating system [CCS’18] PacMan: package-level SW debloating system



7|= gk GNU tar Al

General-purpose tar Customized tar

* Linux default package  BusyBox utility package
97 cmd line options 8 cmd line options

o 45,778 LOC o 3,287 LOC

e 13,227 statements * 403 statements

 CVE-2016-6321 * No known CVEs
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General-purpose tar Customized tar

* Linux default package  BusyBox utility package
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 CVE-2016-6321 * No known CVEs



Chisel 2| 5=

General-purpose tar

Linux default package
97 cmd line options
45,778 LOC

13,227 statements
CVE-2016-6321

+

High-level
Spec

Customized tar

 BusyBox utility package

8 cmd line options
1,646
o 3,284 LOC

518
e 403 statements

e No known CVEs



oll: tar-1.14

char xsafer_name_suffix
prefix_len;

bsolute names

*p = fi1e_name;

removed

Code containing

void extract_archive() {
char xfile_name = safer_name_suffix(stat_info.file_name, 0);

}

void list_archive() { .

Overwriting functionalities removed

void read_and(void *(do_something) (void)) {
enum read_header status;
while (...) {
status = read_header();
switch (status) {
case HEADER_SUCCESS: (xdo_something)(); continue;
HEADER ZERO_BLOCK:

tighore_zeros_option)

int main(int argc, char sxargv) {
int optchar;
while (optchar = getopt_long(argc, argv) != -1) {
switch(optchar) {
case 'x': read_and(&extract_archive); break;
case 't': read_and(&list_archive); break;

'P': absolute_names =

b Unsupported options removed
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#!/bin/bash

function compile {
clang -0 tar.debloat tar-1.14.c

return $7?

¥

# tests for the desired functionalities

function desired {

# 1. archiving multiple files
touch foo bar

./tar.debloat cf foo.tar foo bar

rm foo bar
./tar.debloat xf foo.tar
test —f foo —a —f bar || exit 1

# 2. extracting from stdin

touch foo

./tar.debloat cf foo.tar foo
rm foo

cat foo.tar | ./tar.debloat x

test -f foo || exit 1
# other tests

return 0

# tests for the undesired functionalities

function undesired {
for test _script in 1ls other_tests/*.sh’

do
{ sh -x -e $test_script; } >& log
grep 'Segmentation fault' log && exit 1

done

return 0
}
compile || exit 1
desired || exit 1
undesired || exit 1

11




SM

tfunction compile {

clang -0 tar.debloat tar-1.14.c

return $7?

desired {

touch foo bar
./tar.debloat cf foo.tar foo bar
rm foo bar
./tar.debloat xf foo.tar
-f foo —a -f bar || 1

touch foo
./tar.debloat cf foo.tar foo
rm foo
foo.tar | ./tar.debloat x
-t foo || 1

1. The program is compilable.

undesired {

test script "1ls other_tests/x.sh’

{ sh -x -e $test_script; } >& log

grep 'Segmentation fault' log &&
0
}
compile || 1
desired || 1
undesired || 1

1
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compile {
clang -o tar.debloat tar-1.14.c
$?

# tests for the desired functionalities
i function desired {
| # 1. archiving multiple files
touch foo bar
./tar.debloat cf foo.tar foo bar
# rm foo bar
! ./tar.debloat xf foo.tar
i test —f foo —a -f bar || exit 1

§ % 2, extracting from stdin

{ touch foo
{ ./tar.debloat cf foo.tar foo
i rm foo

cat foo.tar | ./tar.debloat x
test —-f foo || exit 1

! # other tests

return 0

/:
i | }

_a-ame G D g el T U e o ke e A (o Lo _posna

)/

2. The program produces the same results

with the desired functionalities.
(e.g., using regression test suites)

undesired {
test script "1ls other_tests/x.sh’

{ sh -x -e $test_script; } >& log

grep 'Segmentation fault' log &&
0
}
compile || 1
desired || 1
undesired || 1

1
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3. The program does not crash

with the undesired functionalities.
(e.g., using Clang sanitizers)

geslired

touch foo bar
./tar.debloat cf foo.tar foo bar
rm foo bar
./tar.debloat xf foo.tar
-f foo —a -f bar || 1

touch foo
./tar.debloat cf foo.tar foo
rm foo
foo.tar | ./tar.debloat x
- foo || 1

ffunction undesired {

-
1/
o
.‘ }
/'Y
B,

return 0
compile‘[| exit 1
desired || exit 1
undesired || exit 1

for test_script in " 1ls other_tests/*.sh’ ?
4o J
{ sh -x -e $test_script; } >& log 1
grep 'Segmentation fault' log && exit 1%
done 3

14



Delta Debugging 2 0|28t 7{E H|7]

* Oracle O takes a program and returns PASS or FAIL
e Given a program P, find a 1-minimal P* such that O(P*) = PASS

e 1-minimal: removing any single element of P* does not pass O

e Time complexity: O(|P|2)
‘e

A (e

P; A (test script)
Candidate for Pi.1

15 *Zeller and Hildebrandt, simplifying and isolating failure-inducing input, TSE, 2002



* Learn a policy for DD using reinforcement learning (RL)
 Guide the search based on the prediction of the learned policy

o Still guarantee 1-minimality and O(|P|2) time complexity

i

Feature Label
O <0, 1,..,1> ¢}
2 <0,0,..,1> (B

RN <1,1, ..,1> »
Oracle

Data P A (test script)

Most Likely
Candidate for Pi.1

16



Program
bzip-1.05
chown-8.2
date-8.21
grep-2.19
gzip-1.2.4
mkdir-5.2.1
rm-8.4
sort-8.16
tar-1.14
unig-8.16

#Statement

Original

Reachable code by
static analysis
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Chisel reduced

Hand-written

Comparable to
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versions




Remove 4 and 2 CVEs in undesired and desired functionalities.
4 CVEs are not easily fixable by reduction (e.g., race condition).

#ROP Gadgets #Alarms
Program CVE Original Reduced Original Reduced
bzip-1.05 S

X

chown-8.2
date-8.21
grep-2.19
gzip-1.2.4
mkdir-5.2.1
rm-8.4
sort-8.16
tar-1.14
unig-8.16

Reduced potential Make it feasible for

attack surface manual alarm inspection

iIx X R x x | | % <

_

| 6752 2285 (66%)§

Total

" _zw o)
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Chisel: code-level SW debloating system [CCS’18] PacMan: package-level SW debloating system ’
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About the "security issue" on

Two malicious Python libraries caught
stealing SSH and GPG keys

One library was available for only two days, but the
second was live for nearly a year.

Catalin Cimpanu « December 4, 2019 -- 00:52 GMT (08:52 SGT)

The Python security team removed two trojanized Python libraries from PyPI
(Python Package Index) that were caught stealing SSH and GPG keys from the
projects of infected developers.

The two libraries were created by the same developer and mimicked other more
popular libraries -- using a technique called typosquatting to register similarly-
looking names.

The first is "python3-dateutil," which imitated the popular "dateutil" library. The
second is "jellyfish" (the first L is an 1), which mimicked the "jellyfish" library.

VideoLAN &

lan

: VLC is not

vulnerable.

tl;dr: the issue is in a 3rd party library, called libebml,
which was fixed more than 16 months ago.
VLC since version 3.0.3 has the correct version shipped,

and

did not even check their claim.
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o3

 AtZ22| DB: Alexa top 500, Google &M, StackOverflow, EEZ|&

bc 14 30 21 11 (79%) 13 (43%) 16 (76%)
gawk 15 29 26 12 (80%) 16 (55%) 22 (84%)

wget 39 50 143 24 (62%) 26 (52%) 108 (76%)
curl 50 68 168 30 (60%) 26 (38%) 80 (48%)
git 56 75 164 31 (55%) 27 (37 %) 115 (70%)
xpdf 92 154 263 64 (70%) 84 (51%) 225 (85%)
firefox 187 182 717 122 (65%) 103 (57 %) 541 (75%)
chromium 152 513 338 90 (59%) 150 (59%) 184 (54 %)
gimp 250 289 901 171 (68%) 88 (34 %) 665 (74%)

vic 321 374 1361 188 (59%) 164 (44%) 608 (45%)
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X2 A 1: Chromium

e 7|2 MX|: 152 I{7|X|, 513 CVE (APT) vs 62 I{7|X|, 363 CVE (PacMan)

autorespond

CVE 2017-;)663 (a) — @ﬁ”libxmu
S > il

(b) Replace with
shadow package

N
(3)
Vo~ — 4 Post-deployment
| @ | ,_qhbxmlz policy loads
Address-Sanitized
Malicious Page (2) libxml

(1)

(4) m——
\@ DA _ H (5)

eap out-of-bounds
detected

chromium
pac

Unmodified Shadow == Address-Sanitized
@ package package . package



M Al 2: VLC

. 7|2 MX|: 321 I{7|X|, 374 CVE (APT) vs 131 I{7|X|, 210 CVE (PacMan)

y Y / Y
P ”
. .
- u u u -/

Exploit File

@K

B/

Benign File

(1.c)/ (2.c)

Post-deployment
policy loads
Address-Sanitized
libebml

S’ E! libebml

(1.b) / (2.b)
Out-of-bounds

(1.e) access detected
~ (1.d)/(2.d)
Lt  €----= >

Benign Execution

vlc Allowed
pac
Unmodified Shadow
@ package package
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Address-Sanitized
package
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