
Program Transformation for 
Reducing Software Complexity

Kihong Heo

(joint work with Woosuk Lee, Pardis Pashakhanloo, Mayur Naik)


University of Pennsylvania


Jul 9 2018 @ Korea University
�1



Modern Software

!2
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Bloatware
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“A stock brokerage benchmark executes 268 method calls 
and creates 70 new objects just to move a single date field 
from XML to Java.” 

— IBM Research Report, 2005



Bloatware
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“A stock brokerage benchmark executes 268 method calls 
and creates 70 new objects just to move a single date field 
from XML to Java.” 

— IBM Research Report, 2005

Degrading performance & Expanding attack surface



Goal
• Automated program debloating system that satisfies


• minimality: trim code as aggressively as possible


• efficiency: scale to large programs


• robustness: avoid introducing new vulnerabilities


• naturalness: produce maintainable code


• generality: handle a variety of programs and specs
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CHISEL: Program Reducer Framework
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hP, ?i
<latexit sha1_base64="HDUrktgyP4MxNvRb0sSMzoqcXU8=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJCLqz6MZlBfuAJpTJ9KYdOpmEmYlQQ/FX3LhQxK3/4c6/cZpmoa0HLpw5517m3hMknCntON9WaWl5ZXWtvF7Z2Nza3rF391oqTiWFJo15LDsBUcCZgKZmmkMnkUCigEM7GN1M/fYDSMVica/HCfgRGQgWMkq0kXr2gceJGHDAjVN8hT2ZP3p21ak5OfAicQtSRQUaPfvL68c0jUBoyolSXddJtJ8RqRnlMKl4qYKE0BEZQNdQQSJQfpZvP8HHRunjMJamhMa5+nsiI5FS4ygwnRHRQzXvTcX/vG6qw0s/YyJJNQg6+yhMOdYxnkaB+0wC1XxsCKGSmV0xHRJJqDaBVUwI7vzJi6R1VnOdmnt3Xq1fF3GU0SE6QifIRReojm5RAzURRY/oGb2iN+vJerHerY9Za8kqZvbRH1ifP+EDlDI=</latexit><latexit sha1_base64="HDUrktgyP4MxNvRb0sSMzoqcXU8=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJCLqz6MZlBfuAJpTJ9KYdOpmEmYlQQ/FX3LhQxK3/4c6/cZpmoa0HLpw5517m3hMknCntON9WaWl5ZXWtvF7Z2Nza3rF391oqTiWFJo15LDsBUcCZgKZmmkMnkUCigEM7GN1M/fYDSMVica/HCfgRGQgWMkq0kXr2gceJGHDAjVN8hT2ZP3p21ak5OfAicQtSRQUaPfvL68c0jUBoyolSXddJtJ8RqRnlMKl4qYKE0BEZQNdQQSJQfpZvP8HHRunjMJamhMa5+nsiI5FS4ygwnRHRQzXvTcX/vG6qw0s/YyJJNQg6+yhMOdYxnkaB+0wC1XxsCKGSmV0xHRJJqDaBVUwI7vzJi6R1VnOdmnt3Xq1fF3GU0SE6QifIRReojm5RAzURRY/oGb2iN+vJerHerY9Za8kqZvbRH1ifP+EDlDI=</latexit><latexit sha1_base64="HDUrktgyP4MxNvRb0sSMzoqcXU8=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJCLqz6MZlBfuAJpTJ9KYdOpmEmYlQQ/FX3LhQxK3/4c6/cZpmoa0HLpw5517m3hMknCntON9WaWl5ZXWtvF7Z2Nza3rF391oqTiWFJo15LDsBUcCZgKZmmkMnkUCigEM7GN1M/fYDSMVica/HCfgRGQgWMkq0kXr2gceJGHDAjVN8hT2ZP3p21ak5OfAicQtSRQUaPfvL68c0jUBoyolSXddJtJ8RqRnlMKl4qYKE0BEZQNdQQSJQfpZvP8HHRunjMJamhMa5+nsiI5FS4ygwnRHRQzXvTcX/vG6qw0s/YyJJNQg6+yhMOdYxnkaB+0wC1XxsCKGSmV0xHRJJqDaBVUwI7vzJi6R1VnOdmnt3Xq1fF3GU0SE6QifIRReojm5RAzURRY/oGb2iN+vJerHerY9Za8kqZvbRH1ifP+EDlDI=</latexit><latexit sha1_base64="HDUrktgyP4MxNvRb0sSMzoqcXU8=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJCLqz6MZlBfuAJpTJ9KYdOpmEmYlQQ/FX3LhQxK3/4c6/cZpmoa0HLpw5517m3hMknCntON9WaWl5ZXWtvF7Z2Nza3rF391oqTiWFJo15LDsBUcCZgKZmmkMnkUCigEM7GN1M/fYDSMVica/HCfgRGQgWMkq0kXr2gceJGHDAjVN8hT2ZP3p21ak5OfAicQtSRQUaPfvL68c0jUBoyolSXddJtJ8RqRnlMKl4qYKE0BEZQNdQQSJQfpZvP8HHRunjMJamhMa5+nsiI5FS4ygwnRHRQzXvTcX/vG6qw0s/YyJJNQg6+yhMOdYxnkaB+0wC1XxsCKGSmV0xHRJJqDaBVUwI7vzJi6R1VnOdmnt3Xq1fF3GU0SE6QifIRReojm5RAzURRY/oGb2iN+vJerHerY9Za8kqZvbRH1ifP+EDlDI=</latexit>

Spec
hP, Y/Ni

<latexit sha1_base64="ZnHCqzSvMvdPlo+l99Uzc/vivwY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXEhNRNBl0Y0rqWAf0oQymd62QyeTMDMRSuzCX3HjQhG3/oY7/8ZpmoW2Hrhw5px7mXtPEHOmtON8W4WFxaXlleJqaW19Y3PL3t5pqCiRFOo04pFsBUQBZwLqmmkOrVgCCQMOzWB4NfGbDyAVi8SdHsXgh6QvWI9Roo3Usfc8TkSfA64d4/uTG+zJ7Nmxy07FyYDniZuTMspR69hfXjeiSQhCU06UartOrP2USM0oh3HJSxTEhA5JH9qGChKC8tNs/zE+NEoX9yJpSmicqb8nUhIqNQoD0xkSPVCz3kT8z2snunfhp0zEiQZBpx/1Eo51hCdh4C6TQDUfGUKoZGZXTAdEEqpNZCUTgjt78jxpnFZcp+LenpWrl3kcRbSPDtARctE5qqJrVEN1RNEjekav6M16sl6sd+tj2lqw8pld9AfW5w8dAJTd</latexit><latexit sha1_base64="ZnHCqzSvMvdPlo+l99Uzc/vivwY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXEhNRNBl0Y0rqWAf0oQymd62QyeTMDMRSuzCX3HjQhG3/oY7/8ZpmoW2Hrhw5px7mXtPEHOmtON8W4WFxaXlleJqaW19Y3PL3t5pqCiRFOo04pFsBUQBZwLqmmkOrVgCCQMOzWB4NfGbDyAVi8SdHsXgh6QvWI9Roo3Usfc8TkSfA64d4/uTG+zJ7Nmxy07FyYDniZuTMspR69hfXjeiSQhCU06UartOrP2USM0oh3HJSxTEhA5JH9qGChKC8tNs/zE+NEoX9yJpSmicqb8nUhIqNQoD0xkSPVCz3kT8z2snunfhp0zEiQZBpx/1Eo51hCdh4C6TQDUfGUKoZGZXTAdEEqpNZCUTgjt78jxpnFZcp+LenpWrl3kcRbSPDtARctE5qqJrVEN1RNEjekav6M16sl6sd+tj2lqw8pld9AfW5w8dAJTd</latexit><latexit sha1_base64="ZnHCqzSvMvdPlo+l99Uzc/vivwY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXEhNRNBl0Y0rqWAf0oQymd62QyeTMDMRSuzCX3HjQhG3/oY7/8ZpmoW2Hrhw5px7mXtPEHOmtON8W4WFxaXlleJqaW19Y3PL3t5pqCiRFOo04pFsBUQBZwLqmmkOrVgCCQMOzWB4NfGbDyAVi8SdHsXgh6QvWI9Roo3Usfc8TkSfA64d4/uTG+zJ7Nmxy07FyYDniZuTMspR69hfXjeiSQhCU06UartOrP2USM0oh3HJSxTEhA5JH9qGChKC8tNs/zE+NEoX9yJpSmicqb8nUhIqNQoD0xkSPVCz3kT8z2snunfhp0zEiQZBpx/1Eo51hCdh4C6TQDUfGUKoZGZXTAdEEqpNZCUTgjt78jxpnFZcp+LenpWrl3kcRbSPDtARctE5qqJrVEN1RNEjekav6M16sl6sd+tj2lqw8pld9AfW5w8dAJTd</latexit><latexit sha1_base64="ZnHCqzSvMvdPlo+l99Uzc/vivwY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXEhNRNBl0Y0rqWAf0oQymd62QyeTMDMRSuzCX3HjQhG3/oY7/8ZpmoW2Hrhw5px7mXtPEHOmtON8W4WFxaXlleJqaW19Y3PL3t5pqCiRFOo04pFsBUQBZwLqmmkOrVgCCQMOzWB4NfGbDyAVi8SdHsXgh6QvWI9Roo3Usfc8TkSfA64d4/uTG+zJ7Nmxy07FyYDniZuTMspR69hfXjeiSQhCU06UartOrP2USM0oh3HJSxTEhA5JH9qGChKC8tNs/zE+NEoX9yJpSmicqb8nUhIqNQoD0xkSPVCz3kT8z2snunfhp0zEiQZBpx/1Eo51hCdh4C6TQDUfGUKoZGZXTAdEEqpNZCUTgjt78jxpnFZcp+LenpWrl3kcRbSPDtARctE5qqJrVEN1RNEjekav6M16sl6sd+tj2lqw8pld9AfW5w8dAJTd</latexit>
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Example Program

• tar-1.14


• 31,605 LOC (11,134 stmts)


• 97 command-line options


• c.f.) 8 options in a lightweight counterpart in BusyBox*
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*https://busybox.net



Exploit

• Security vulnerability (path traversal): CVE-2016-6321

!8

root:/$ _ 



Exploit

• Security vulnerability (path traversal): CVE-2016-6321
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root:/$ _ cat etc/shadow
root:l1k4qj1xQWErkzQW1:0:99999:7:::
root:/$ _ 



Exploit

• Security vulnerability (path traversal): CVE-2016-6321
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root:/$ _ cat etc/shadow
root:l1k4qj1xQWErkzQW1:0:99999:7:::
root:/$ _ tar xv etc/motd malicious.tar 
root:/$ _ 



Exploit

• Security vulnerability (path traversal): CVE-2016-6321
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root:/$ _ cat etc/shadow
root:l1k4qj1xQWErkzQW1:0:99999:7:::
root:/$ _ tar xv etc/motd malicious.tar 
root:/$ _ cat etc/shadow
Your system has been compromised :)
root:/$ _ 



Cause
• Malicious input file
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malicious.tar

• Incorrect and redundant features


• incorrectly sanitize destination paths including “..”: 
“etc/motd/../etc/shadow” -> “etc/shadow”


• overwrite existing files

etc/motd/../etc/shadow “Your system …”
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<latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit>

P
<latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit>

S
<latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit>

hPi, ?i
<latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit>

P
<latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit>

S
<latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit>

Reduced
P 0

<latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit><latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit><latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit><latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit>

Program

CHISEL: Program Reducer Framework
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Specification

• Given a program P, a script that returns true if


• P is compilable


• P preserves “core” functionalities


• e.g.) 8 options in Busybox


• P does not crash on “non-core” functionalities

!11



Specification

!12

#!/bin/bash 

function compile { 
  clang -o tar.debloat tar-1.14.c 
  return $? 
} 

# tests for the core functionalities 
function core { 
  # 1. archiving multiple files 
  touch foo bar 
  ./tar.debloat cf foo.tar foo bar 
  rm foo bar 
  ./tar.debloat xf foo.tar 
  test -f foo -a -f bar || exit 1 

  # 2. extracting from stdin 
  touch foo 
  ./tar.debloat cf foo.tar foo 
  rm foo 
  cat foo.tar | ./tar.debloat x 
  test -f foo || exit 1 
   
  # other tests 
  … 
  return 0 
}

# tests for the non-core functionalities 
function non_core { 
  for test_script in `ls other_tests/*.sh` 
  do 
    { sh -x -e $test_script; } >& log 
    grep 'Segmentation fault' log && exit 1 
  done 
  return 0 
} 

compile || exit 1 
core || exit 1 
non_core || exit 1



Program

Spec

Correct
Reduced
Program

Static

Dynamic

       Validator

Success

Learner
Statistical 

Model

         Program Reducer

Checker w.r.t.
&

Trimmer

hPi, Y/Ni
<latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit>

P
<latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit>

S
<latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit>

hPi, ?i
<latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit>

P
<latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit>

S
<latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit>

Reduced
P 0

<latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit><latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit><latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit><latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit>

Program

CHISEL: Program Reducer Framework
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Reducer
• A variant of delta debugging
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Original Ver. 
31,605 LOC 

11,134 Stmts

Debloated Ver. 
3,631 LOC 
870 Stmts

root:/$ _ 



Reducer
• A variant of delta debugging

!14

Original Ver. 
31,605 LOC 

11,134 Stmts

Debloated Ver. 
3,631 LOC 
870 Stmts

root:/$ _ cat etc/shadow
root:l1k4qj1xQWErkzQW1:0:99999:7:::     
root:/$ _ tar xv etc/motd malicious.tar 
root:/$ _ cat etc/shadow
root:l1k4qj1xQWErkzQW1:0:99999:7:::
root:/$ _ 



Reduced Program

!15

int absolute_names; 
int ignore_zeros_option; 
struct tar_stat_info stat_info; 

char *safer_name_suffix (char *file_name, int link_target) { 
    int prefix_len; 
    char *p; 

    if (absolute_names) { 
        p = file_name; 
    } else { 
        prefix_len = 0; 
        for (p = file_name + prefix_len; *p; ) { 
            /* CVE-2016-6321 if file_name contains ".." */ 
            ... 
            /* Update prefix_len */ 
        } 
    } 
    ... 
    return p; 
} 

void extract_archive() { 
    char *file_name = safer_name_suffix(stat_info.file_name, 0); 
    maybe_recoverable(file_name); /* remove existing files */ 
    ... 
} 

void list_archive() { ... }

void read_and(void *(do_something)(void)) { 
    enum read_header status; 
    while (...) { 
        status = read_header(); 
        switch (status) { 
        case HEADER_SUCCESS: (*do_something)(); continue; 
        case HEADER_ZERO_BLOCK: 
          if (ignore_zeros_option) continue; 
          else break; 
        ... 
        default: break; 
        } 
    } 
    ... 
} 

/* Supports all options: -x, -t, -P, -i, ... */ 
int main(int argc, char **argv) { 
    int optchar; 
    while (optchar = getopt_long(argc, argv) != -1) { 
        switch(optchar) { 
        case 'x': read_and(&extract_archive); break; 
        case 't': read_and(&list_archive); break; 
        case 'P': absolute_names = 1; break; 
        case 'i': ignore_zeros_option = 1; break; 
        ... 
        } 
    } 
    ... 
}



Reduced Program

!15

/* Chisel: global variable declarations removed */ 

struct tar_stat_info stat_info; 

char *safer_name_suffix (char *file_name, int link_target) { 
/* Chisel: code containing CVE removed */ 

        p = file_name; 

    return p; 
} 

void extract_archive() { 
    char *file_name = safer_name_suffix(stat_info.file_name, 0); 
    /* Chisel: code containing CVE removed */ 
    ... 
} 

void list_archive() { ... }

void read_and(void *(do_something)(void)) { 
    enum read_header status; 
    while (...) { 
        status = read_header(); 
        switch (status) { 
        case HEADER_SUCCESS: (*do_something)(); continue; 
        /* Chisel: unnecessary functionalities removed */ 

        default: break; 
        } 
    } 

} 

/* Supports only 8 opts: -c, −f, −x, −v, −t, −O, −o, −k ∗/ 
int main(int argc, char **argv) { 
    int optchar; 
    while (optchar = getopt_long(argc, argv) != -1) { 
        switch(optchar) { 
        case 'x': read_and(&extract_archive); break; 
        case 't': read_and(&list_archive); break; 
        /* Chisel: unsupported options removed */ 

        } 
    } 
    ... 
}
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hPi, Y/Ni
<latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit>

P
<latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit>

S
<latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit>

hPi, ?i
<latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit>

P
<latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit>

S
<latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit>

Reduced
P 0

<latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit><latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit><latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit><latexit sha1_base64="CjSsigLkDAxavLJv3DQI4Utgdm0=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbRU0hE0GPBi8cq9gPaUDbbSbt0swm7G6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvTAXXxvO+ndLa+sbmVnm7srO7t39QPTxq6SRTDJssEYnqhFSj4BKbhhuBnVQhjUOB7XB8O/PbT6g0T+SjmaQYxHQoecQZNVZ6aJz3qzXP9eYgq8QvSA0KNPrVr94gYVmM0jBBte76XmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k80un5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vm5noJsi5TDODki0WRZkgJiGzt8mAK2RGTCyhTHF7K2EjqigzNpyKDcFffnmVtC5d33P9+6ta3S3iKMMJnMIF+HANdbiDBjSBQQTP8Apvzth5cd6dj0VrySlmjuEPnM8fA/SM8Q==</latexit>

Program

CHISEL: Program Reducer Framework

!16



Validation

• Static validation


• #Alarms: 1,295 (original) ➞ 23 (debloated) alarms


• #ROP gadget: 1,340 ➞ 528 

• Dynamic validation


• no crashing input found in 3 days using the AFL fuzzer

!17

/ 45

Motivation• In 2007, I participated in commercializing!

• memory-bug-finding tool for full C!

• sound in design, unsound yet scalable in reality!

• Realistic workbench available!

• “let’s try to achieve sound, precise, yet scalable version”

20

Catching Software Bugs Early at Build Time

An Overview of

Sparrow’s Static Program Analysis TechnologyJuly 2007

Copyright c⃝ 2007 Fasoo.com, Inc. All rights reserved.



CHISEL: Reinforcement-learning-
guided Program Debloating System

!18



Program Debloating

• Property test function O: takes a program & returns Y / N 


• Given a pgm P s.t. O(P), find a minimal P’ s.t. O(P’)


• P* is called 1-minimal: 
any variant of P* by removing a single element (e.g., stmt) 
does not pass the test 

!19



Example
• Property of interest:  termination with zero

!20

Original Minimal version

int f1() { return 0; } 
int f2() { return 1; } 
int f3() { return 1; } 
int f4() { return 1; } 
int f5() { return 1; } 
int f6() { return 1; } 
int f7() { return 1; } 
int main() { return f1(); }

int f1() { return 0; } 

int main() { return f1(); }



Delta Debugging*
• Guarantees 1-minimality


• Proceeds by binary search

!21

f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘

(included)

f1 f2 f3 f4 f5 f6 f7 main ✘

1
2

*Andreas Zeller and Ralf Hildebrandt, Simplifying and Isolating Failure-Inducing Input, TSE, 2002



Delta Debugging*
• Guarantees 1-minimality


• Proceeds by binary search

!22

f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘

(included)

f1 f2 f3 f4 f5 f6 f7 main ✘

1
2

*Andreas Zeller and Ralf Hildebrandt, Simplifying and Isolating Failure-Inducing Input, TSE, 2002

f1 f2 f3 f4 f5 f6 f7 main ✘3
4 f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

5
6



Delta Debugging*
• Guarantees 1-minimality


• Proceeds by binary search

!23

f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘

(included)

f1 f2 f3 f4 f5 f6 f7 main ✘

1
2

*Andreas Zeller and Ralf Hildebrandt, Simplifying and Isolating Failure-Inducing Input, TSE, 2002

f1 f2 f3 f4 f5 f6 f7 main ✘3
4 f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

5
6

f1 f2 f3 f4 f5 f6 f7 main ✘7
f1 f2 f3 f4 f5 f6 f7 main ✔8



Delta Debugging*
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f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

1

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✔16

2
3
4
5
6
7
8
9

10
11
12
13
14
15



Delta Debugging*
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f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

1

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✔16

2
3
4
5
6
7
8
9

10
11
12
13
14
15

Can we learn useful knowledge 
to guide the search 
from trial and error?



Training Data

!26

f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘

f1 f2 f3 f4 f5 f6 f7 main ✘

1 1 1 1 1 1 1 1 1

Feature vector Label

0 0 0 0 1 1 1 1 0

1 1 1 1 0 0 0 0 0



Guided Search

!27

f4

1 0

Y N Chunks including f4 
will pass the test.

f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘1



Guided Search
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f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘1
f1 f2 f3 f4 f5 f6 f7 main ✘2

Chunks including 
f4 and main will 

pass the test.

main

f4

1 0

Y

Y N

N



Guided Search
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f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘3

Chunks including 
f1 and main will 

pass the test.

f1 f2 f3 f4 f5 f6 f7 main ✘1
f1 f2 f3 f4 f5 f6 f7 main ✘2

f1 f2 f3 f4 f5 f6 f7 main ✘6

f1 f2 f3 f4 f5 f6 f7 main ✔4
f1 f2 f3 f4 f5 f6 f7 main ✔5

main

f1

1 0

Y

Y N

N



Guided Search
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f1 f2 f3 f4 f5 f6 f7 main ✔

f1 f2 f3 f4 f5 f6 f7 main ✘3

f1 f2 f3 f4 f5 f6 f7 main ✘1
f1 f2 f3 f4 f5 f6 f7 main ✘2

f1 f2 f3 f4 f5 f6 f7 main ✘6

f1 f2 f3 f4 f5 f6 f7 main ✔4
f1 f2 f3 f4 f5 f6 f7 main ✔5

f1 f2 f3 f4 f5 f6 f7 main ✔7

f1 f2 f3 f4 f5 f6 f7 main ✘10

f1 f2 f3 f4 f5 f6 f7 main ✔8
f1 f2 f3 f4 f5 f6 f7 main ✘9

Unguided Search 
16 iters

Guided Search 
10 itersvs



Benchmarks

• Specification:


• only supporting the same cmd options as BusyBox


• with regression test cases in the repository

!31

Anonymous submission #9999 to ACM CCS 2018

Program LOC #Func #Stmt CVE ID (CVSS Score) Vulnerability
bzip-1.05 12,209 108 5,012 CVE-2011-4089 ( 4.6 ) Executing arbitrary code by precreating a temporary directory.
chown-8.2 69,894 757 20,053 CVE-2017-18018 ( 1.9 ) Modifying the ownership of arbitrary �les with the "-R -L" option.
date-8.21 98,066 878 24,370 CVE-2014-9471 ( 7.5 ) Executing arbitrary code with the "-d" option.
grep-2.19 49,011 432 10,383 CVE-2015-1345 ( 2.1 ) Causing a crash with the "-F" option.
gzip-1.2.4 8,815 93 3,215 CVE-2005-1228 ( 5.0 ) Writing to arbitrary directories with the "-N" option.
mkdir-5.2.1 28,202 263 9,013 CVE-2005-1039 ( 3.7 ) Modifying the ownership of arbitrary �les with the "-m" option.
rm-8.4 89,694 764 23,018 CVE-2015-1865 ( 3.3 ) Modifying the ownership of arbitrary �les with the "-rf" option.
sort-8.16 71,315 753 20,292 CVE-2013-0221 ( 4.3 ) Causing a crash with the "-d" or "-M" option.
tar-1.14 31,605 502 11,134 CVE-2016-6321 ( 5.0 ) Writing to arbitrary �les.
uniq-8.16 64,915 665 18,060 CVE-2013-0222 ( 2.1 ) Causing a crash with a long input string.
Total 577,350 5,790 157,940

Table 1: Characteristics of the benchmark programs. LOC, #Func, and #Stmt reports the lines of code, the number of functions,
and the number of statements after macro expansion.

for security reasons, we forced the reduced programs not to result
in any unde�ned behaviors (not necessarily crashes) such as bu�er
overrun or uninitialized variable use even during the executions
for non-core functionalities. To this end, we compiled the programs
with the sanitizer options [4] of Clang and monitored unde�ned
behaviors at runtime. To extensively exercise all the functionalities,
we collected test cases from the original source code repositories.
In summary, C����� generates a reduced version of the program
that satis�es the following constraints:
• The reduced program must be compilable.
• The reduced program must have the same output as that of the

original program for the core functionalities.
• The reduced program must not yield unde�ned behaviors for

the non-core functionalities.

Baseline Reducers. We compare C����� to two state-of-the-art
program reduction approaches: P����� [31] and C�R����� [30]. We
implemented P����� based on the recent work of Sun et al. [31]. Like
C�����, P����� also reduces programs with respect to the grammar,
but their reduction process is not guided by a probabilistic model.
We also compare C����� to C�R�����, an o�-the-shelf C program
reducer. All three tools are based on variants of delta-debugging
and guarantee that the reduced program is 1-minimal.

5.2 E�ectiveness of Reduction
We �rst evaluate the e�ectiveness of C����� in terms of reduction
size. We measured the number of statements of the original pro-
grams, the reduced versions by unreachable code removal, and the
ones generated by C�����. For unreachable code removal, we re-
moved all the unreachable functions from the main function using
S������ [13], a sound static analyzer for C programs. Figure 7
shows the results. First of all, the static analysis reduced the number
of statements from 144,550 to only 46,383 (32.1%). The reason for
the huge reduction even with static reachability is mainly due to a
large amount of library code that all the GNU CoreUtil programs
share. Among the statically reachable statements, C����� further
reduced 86.3% of statements and resulted in only 6,412.

Next, we evaluate the running time of C����� compared to exist-
ing program reducers in Figure 8. C����� e�ectively reduced all the
benchmark programs within a timeout limit of 12 hours, whereas

Figure 7: E�ectiveness of C����� in terms of reduction ratio.
Original reports the number of statements in the original
programs. Static and C����� report those in the programs
after unreachable function removal by static analysis and
program debloating by C�����.

P����� and C�R����� ran out of time for 2 and 5 programs, respec-
tively. The results show that our learning-based approach is more
e�cient than the previous ones. In most cases, P�����, which is a
purely grammar-based program reducer, is faster than C�R�����,
which is basically a line-based reducer, by avoiding a large number
of trials with syntactic errors. In the case of grep-2.19, however,
P����� ran out of time while C�R����� successfully generated the
minimal program. C����� outperforms both of these tools on all the
benchmarks because it not only avoids syntactic errors, like P�����,
but it also learns to avoid semantic errors. As a result, C����� runs
up to 5.2x and 17.3x faster on average than P����� and C�R�����,
respectively.

We also justify the reduction of the benchmark programs by com-
paring to their manually reduced implementations in the BusyBox
package [3]. Table 2 shows the comparison. In total, the original
GNU CoreUtil programs implement 263 command-line options in
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Program LOC #Func #Stmt CVE ID (CVSS Score) Vulnerability
bzip-1.05 12,209 108 5,012 CVE-2011-4089 ( 4.6 ) Executing arbitrary code by precreating a temporary directory.
chown-8.2 69,894 757 20,053 CVE-2017-18018 ( 1.9 ) Modifying the ownership of arbitrary �les with the "-R -L" option.
date-8.21 98,066 878 24,370 CVE-2014-9471 ( 7.5 ) Executing arbitrary code with the "-d" option.
grep-2.19 49,011 432 10,383 CVE-2015-1345 ( 2.1 ) Causing a crash with the "-F" option.
gzip-1.2.4 8,815 93 3,215 CVE-2005-1228 ( 5.0 ) Writing to arbitrary directories with the "-N" option.
mkdir-5.2.1 28,202 263 9,013 CVE-2005-1039 ( 3.7 ) Modifying the ownership of arbitrary �les with the "-m" option.
rm-8.4 89,694 764 23,018 CVE-2015-1865 ( 3.3 ) Modifying the ownership of arbitrary �les with the "-rf" option.
sort-8.16 71,315 753 20,292 CVE-2013-0221 ( 4.3 ) Causing a crash with the "-d" or "-M" option.
tar-1.14 31,605 502 11,134 CVE-2016-6321 ( 5.0 ) Writing to arbitrary �les.
uniq-8.16 64,915 665 18,060 CVE-2013-0222 ( 2.1 ) Causing a crash with a long input string.
Total 577,350 5,790 157,940

Table 1: Characteristics of the benchmark programs. LOC, #Func, and #Stmt reports the lines of code, the number of functions,
and the number of statements after macro expansion.

for security reasons, we forced the reduced programs not to result
in any unde�ned behaviors (not necessarily crashes) such as bu�er
overrun or uninitialized variable use even during the executions
for non-core functionalities. To this end, we compiled the programs
with the sanitizer options [4] of Clang and monitored unde�ned
behaviors at runtime. To extensively exercise all the functionalities,
we collected test cases from the original source code repositories.
In summary, C����� generates a reduced version of the program
that satis�es the following constraints:
• The reduced program must be compilable.
• The reduced program must have the same output as that of the

original program for the core functionalities.
• The reduced program must not yield unde�ned behaviors for

the non-core functionalities.

Baseline Reducers. We compare C����� to two state-of-the-art
program reduction approaches: P����� [31] and C�R����� [30]. We
implemented P����� based on the recent work of Sun et al. [31]. Like
C�����, P����� also reduces programs with respect to the grammar,
but their reduction process is not guided by a probabilistic model.
We also compare C����� to C�R�����, an o�-the-shelf C program
reducer. All three tools are based on variants of delta-debugging
and guarantee that the reduced program is 1-minimal.

5.2 E�ectiveness of Reduction
We �rst evaluate the e�ectiveness of C����� in terms of reduction
size. We measured the number of statements of the original pro-
grams, the reduced versions by unreachable code removal, and the
ones generated by C�����. For unreachable code removal, we re-
moved all the unreachable functions from the main function using
S������ [13], a sound static analyzer for C programs. Figure 7
shows the results. First of all, the static analysis reduced the number
of statements from 144,550 to only 46,383 (32.1%). The reason for
the huge reduction even with static reachability is mainly due to a
large amount of library code that all the GNU CoreUtil programs
share. Among the statically reachable statements, C����� further
reduced 86.3% of statements and resulted in only 6,412.

Next, we evaluate the running time of C����� compared to exist-
ing program reducers in Figure 8. C����� e�ectively reduced all the
benchmark programs within a timeout limit of 12 hours, whereas

Figure 7: E�ectiveness of C����� in terms of reduction ratio.
Original reports the number of statements in the original
programs. Static and C����� report those in the programs
after unreachable function removal by static analysis and
program debloating by C�����.

P����� and C�R����� ran out of time for 2 and 5 programs, respec-
tively. The results show that our learning-based approach is more
e�cient than the previous ones. In most cases, P�����, which is a
purely grammar-based program reducer, is faster than C�R�����,
which is basically a line-based reducer, by avoiding a large number
of trials with syntactic errors. In the case of grep-2.19, however,
P����� ran out of time while C�R����� successfully generated the
minimal program. C����� outperforms both of these tools on all the
benchmarks because it not only avoids syntactic errors, like P�����,
but it also learns to avoid semantic errors. As a result, C����� runs
up to 5.2x and 17.3x faster on average than P����� and C�R�����,
respectively.

We also justify the reduction of the benchmark programs by com-
paring to their manually reduced implementations in the BusyBox
package [3]. Table 2 shows the comparison. In total, the original
GNU CoreUtil programs implement 263 command-line options in
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Program LOC #Func #Stmt CVE ID (CVSS Score) Vulnerability
bzip-1.05 12,209 108 5,012 CVE-2011-4089 ( 4.6 ) Executing arbitrary code by precreating a temporary directory.
chown-8.2 69,894 757 20,053 CVE-2017-18018 ( 1.9 ) Modifying the ownership of arbitrary �les with the "-R -L" option.
date-8.21 98,066 878 24,370 CVE-2014-9471 ( 7.5 ) Executing arbitrary code with the "-d" option.
grep-2.19 49,011 432 10,383 CVE-2015-1345 ( 2.1 ) Causing a crash with the "-F" option.
gzip-1.2.4 8,815 93 3,215 CVE-2005-1228 ( 5.0 ) Writing to arbitrary directories with the "-N" option.
mkdir-5.2.1 28,202 263 9,013 CVE-2005-1039 ( 3.7 ) Modifying the ownership of arbitrary �les with the "-m" option.
rm-8.4 89,694 764 23,018 CVE-2015-1865 ( 3.3 ) Modifying the ownership of arbitrary �les with the "-rf" option.
sort-8.16 71,315 753 20,292 CVE-2013-0221 ( 4.3 ) Causing a crash with the "-d" or "-M" option.
tar-1.14 31,605 502 11,134 CVE-2016-6321 ( 5.0 ) Writing to arbitrary �les.
uniq-8.16 64,915 665 18,060 CVE-2013-0222 ( 2.1 ) Causing a crash with a long input string.
Total 577,350 5,790 157,940

Table 1: Characteristics of the benchmark programs. LOC, #Func, and #Stmt reports the lines of code, the number of functions,
and the number of statements after macro expansion.

for security reasons, we forced the reduced programs not to result
in any unde�ned behaviors (not necessarily crashes) such as bu�er
overrun or uninitialized variable use even during the executions
for non-core functionalities. To this end, we compiled the programs
with the sanitizer options [4] of Clang and monitored unde�ned
behaviors at runtime. To extensively exercise all the functionalities,
we collected test cases from the original source code repositories.
In summary, C����� generates a reduced version of the program
that satis�es the following constraints:
• The reduced program must be compilable.
• The reduced program must have the same output as that of the

original program for the core functionalities.
• The reduced program must not yield unde�ned behaviors for

the non-core functionalities.

Baseline Reducers. We compare C����� to two state-of-the-art
program reduction approaches: P����� [31] and C�R����� [30]. We
implemented P����� based on the recent work of Sun et al. [31]. Like
C�����, P����� also reduces programs with respect to the grammar,
but their reduction process is not guided by a probabilistic model.
We also compare C����� to C�R�����, an o�-the-shelf C program
reducer. All three tools are based on variants of delta-debugging
and guarantee that the reduced program is 1-minimal.

5.2 E�ectiveness of Reduction
We �rst evaluate the e�ectiveness of C����� in terms of reduction
size. We measured the number of statements of the original pro-
grams, the reduced versions by unreachable code removal, and the
ones generated by C�����. For unreachable code removal, we re-
moved all the unreachable functions from the main function using
S������ [13], a sound static analyzer for C programs. Figure 7
shows the results. First of all, the static analysis reduced the number
of statements from 144,550 to only 46,383 (32.1%). The reason for
the huge reduction even with static reachability is mainly due to a
large amount of library code that all the GNU CoreUtil programs
share. Among the statically reachable statements, C����� further
reduced 86.3% of statements and resulted in only 6,412.

Next, we evaluate the running time of C����� compared to exist-
ing program reducers in Figure 8. C����� e�ectively reduced all the
benchmark programs within a timeout limit of 12 hours, whereas

Figure 7: E�ectiveness of C����� in terms of reduction ratio.
Original reports the number of statements in the original
programs. Static and C����� report those in the programs
after unreachable function removal by static analysis and
program debloating by C�����.

P����� and C�R����� ran out of time for 2 and 5 programs, respec-
tively. The results show that our learning-based approach is more
e�cient than the previous ones. In most cases, P�����, which is a
purely grammar-based program reducer, is faster than C�R�����,
which is basically a line-based reducer, by avoiding a large number
of trials with syntactic errors. In the case of grep-2.19, however,
P����� ran out of time while C�R����� successfully generated the
minimal program. C����� outperforms both of these tools on all the
benchmarks because it not only avoids syntactic errors, like P�����,
but it also learns to avoid semantic errors. As a result, C����� runs
up to 5.2x and 17.3x faster on average than P����� and C�R�����,
respectively.

We also justify the reduction of the benchmark programs by com-
paring to their manually reduced implementations in the BusyBox
package [3]. Table 2 shows the comparison. In total, the original
GNU CoreUtil programs implement 263 command-line options in
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Figure 8: E�ectiveness of C����� in terms of running time.
C�R�����, P�����, and C����� report the running time of
program debloating by each tool. The timeout (T/O) is set to
12 hours.

GNU CoreUtil BusyBox C�����
Program #Opt #Stmt #Opt #Stmt #Stmt
bzip-1.05 15 4,831 5 2,031 1,752
chown-8.2 15 2,997 2 141 166
date-8.21 11 3,398 7 91 590
grep-2.19 45 9,053 16 312 1,662
gzip-1.2.4 18 3,196 3 842 692
mkdir-5.2.1 7 3,045 2 86 123
rm-8.4 12 3,040 3 88 71
sort-8.16 31 5,879 7 58 316
tar-1.14 97 10,721 8 349 870
uniq-8.16 12 1,742 7 39 170
Total 263 47,902 60 4,037 6,412

Table 2: Comparison to BusyBox. #Opt reports the number
of command-line options supported by the original GNU
programs and their BusyBox counterparts. #Stmt reports
the number of statements of each program.

47,902 statements, while BusyBox has 60 options and 4,037 state-
ments. The reduced programs by C�����, which have the same
options as BusyBox, have 6,472 statements. Among 10 programs,
the BusyBox implementations have a fewer number of statements
for 7 programs since humans write more optimized code. However,
the aspects sometimes vary depending on their low-level algo-
rithms, data-structures, and programming styles. Overall, C�����
generates reasonable code in terms of size.

C����� yields more natural programs compared to existing re-
ducers such as C�R�����, which considers programs as string input
data and whose primary goal is to minimize (possibly randomly
generated) crashing inputs (i.e., programs) to compilers. Therefore,
C�R����� does not heed to common software engineering practices
such as modularity and locality. On the other hand, one of our goals

1 void initseq(struct seq∗ seq) {
2 seq�>count = 0;
3 seq�>lines = 0;
4 }
5
6 void system_join(FILE∗ fp1, FILE∗ fp2) {
7 struct seq seq1, seq2;
8 initseq(&seq1);
9 getseq(fp1, &seq1);
10 initseq(&seq2);
11 getseq(fp2, &seq2);
12 }
13
14 int main() {
15 fp1 = fopen(name[0], "r");
16 fp2 = fopen(name[1], "r");
17 system_join(fp1, fp2);
18 return 0;
19 }

(a)

1 struct seq seq1, seq2; // All �elds are automatically initialized to 0
2
3 int main() {
4 fp1 = fopen(name[0], "r");
5 fp2 = fopen(name[1], "r");
6 getseq(fp1, &seq1);
7 getseq(fp2, &seq2);
8 return 0;
9 }

(b)

Figure 9: Code snippets from the reduced versions of join
from C����� (a) and C�R����� (b). C����� generates a
program that preserves locality and modularity while C�
R�����mangles common software engineering practices.

is to generate natural programs that humans can maintain and
extend. Figure 9 depicts an example. Notice that C����� preserves
the structures of the original source code but C�R����� breaks
modularity and locality.

The reader may wonder whether a naïve approach to program
reduction based on runtime code coverage su�ces in practice. To
justify the need to use C�����, we also compared the runtime code
coverage of the original and reduced programs. This coverage is
computed using llvm-cov [11] with the default options.

Table 3 reports the number of executed lines for each benchmark.
In total, the execution of the original programs with the core func-
tionalities covered 23,343 (37.8%) lines among 61,812 executable
lines. That is much larger than the lines of executable code in the
reduced programs. Among 8,986 executable lines, the execution
of the reduced programs covered 6,583 (73.3%) lines. In summary,
these results show that C����� can reduce much larger part of code
than a naïve approach based on dynamic code coverage.

5.3 Security Hardening
We next report upon the e�cacy of C����� in terms of security
hardening. We evaluate this aspect using three di�erent means.
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Figure 8: E�ectiveness of C����� in terms of running time.
C�R�����, P�����, and C����� report the running time of
program debloating by each tool. The timeout (T/O) is set to
12 hours.
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mkdir-5.2.1 7 3,045 2 86 123
rm-8.4 12 3,040 3 88 71
sort-8.16 31 5,879 7 58 316
tar-1.14 97 10,721 8 349 870
uniq-8.16 12 1,742 7 39 170
Total 263 47,902 60 4,037 6,412

Table 2: Comparison to BusyBox. #Opt reports the number
of command-line options supported by the original GNU
programs and their BusyBox counterparts. #Stmt reports
the number of statements of each program.

47,902 statements, while BusyBox has 60 options and 4,037 state-
ments. The reduced programs by C�����, which have the same
options as BusyBox, have 6,472 statements. Among 10 programs,
the BusyBox implementations have a fewer number of statements
for 7 programs since humans write more optimized code. However,
the aspects sometimes vary depending on their low-level algo-
rithms, data-structures, and programming styles. Overall, C�����
generates reasonable code in terms of size.

C����� yields more natural programs compared to existing re-
ducers such as C�R�����, which considers programs as string input
data and whose primary goal is to minimize (possibly randomly
generated) crashing inputs (i.e., programs) to compilers. Therefore,
C�R����� does not heed to common software engineering practices
such as modularity and locality. On the other hand, one of our goals
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2 seq�>count = 0;
3 seq�>lines = 0;
4 }
5
6 void system_join(FILE∗ fp1, FILE∗ fp2) {
7 struct seq seq1, seq2;
8 initseq(&seq1);
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10 initseq(&seq2);
11 getseq(fp2, &seq2);
12 }
13
14 int main() {
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17 system_join(fp1, fp2);
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19 }
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1 struct seq seq1, seq2; // All �elds are automatically initialized to 0
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3 int main() {
4 fp1 = fopen(name[0], "r");
5 fp2 = fopen(name[1], "r");
6 getseq(fp1, &seq1);
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Figure 9: Code snippets from the reduced versions of join
from C����� (a) and C�R����� (b). C����� generates a
program that preserves locality and modularity while C�
R�����mangles common software engineering practices.

is to generate natural programs that humans can maintain and
extend. Figure 9 depicts an example. Notice that C����� preserves
the structures of the original source code but C�R����� breaks
modularity and locality.

The reader may wonder whether a naïve approach to program
reduction based on runtime code coverage su�ces in practice. To
justify the need to use C�����, we also compared the runtime code
coverage of the original and reduced programs. This coverage is
computed using llvm-cov [11] with the default options.

Table 3 reports the number of executed lines for each benchmark.
In total, the execution of the original programs with the core func-
tionalities covered 23,343 (37.8%) lines among 61,812 executable
lines. That is much larger than the lines of executable code in the
reduced programs. Among 8,986 executable lines, the execution
of the reduced programs covered 6,583 (73.3%) lines. In summary,
these results show that C����� can reduce much larger part of code
than a naïve approach based on dynamic code coverage.

5.3 Security Hardening
We next report upon the e�cacy of C����� in terms of security
hardening. We evaluate this aspect using three di�erent means.
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Figure 8: E�ectiveness of C����� in terms of running time.
C�R�����, P�����, and C����� report the running time of
program debloating by each tool. The timeout (T/O) is set to
12 hours.

GNU CoreUtil BusyBox C�����
Program #Opt #Stmt #Opt #Stmt #Stmt
bzip-1.05 15 4,831 5 2,031 1,752
chown-8.2 15 2,997 2 141 166
date-8.21 11 3,398 7 91 590
grep-2.19 45 9,053 16 312 1,662
gzip-1.2.4 18 3,196 3 842 692
mkdir-5.2.1 7 3,045 2 86 123
rm-8.4 12 3,040 3 88 71
sort-8.16 31 5,879 7 58 316
tar-1.14 97 10,721 8 349 870
uniq-8.16 12 1,742 7 39 170
Total 263 47,902 60 4,037 6,412

Table 2: Comparison to BusyBox. #Opt reports the number
of command-line options supported by the original GNU
programs and their BusyBox counterparts. #Stmt reports
the number of statements of each program.

47,902 statements, while BusyBox has 60 options and 4,037 state-
ments. The reduced programs by C�����, which have the same
options as BusyBox, have 6,472 statements. Among 10 programs,
the BusyBox implementations have a fewer number of statements
for 7 programs since humans write more optimized code. However,
the aspects sometimes vary depending on their low-level algo-
rithms, data-structures, and programming styles. Overall, C�����
generates reasonable code in terms of size.

C����� yields more natural programs compared to existing re-
ducers such as C�R�����, which considers programs as string input
data and whose primary goal is to minimize (possibly randomly
generated) crashing inputs (i.e., programs) to compilers. Therefore,
C�R����� does not heed to common software engineering practices
such as modularity and locality. On the other hand, one of our goals
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2 seq�>count = 0;
3 seq�>lines = 0;
4 }
5
6 void system_join(FILE∗ fp1, FILE∗ fp2) {
7 struct seq seq1, seq2;
8 initseq(&seq1);
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13
14 int main() {
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from C����� (a) and C�R����� (b). C����� generates a
program that preserves locality and modularity while C�
R�����mangles common software engineering practices.

is to generate natural programs that humans can maintain and
extend. Figure 9 depicts an example. Notice that C����� preserves
the structures of the original source code but C�R����� breaks
modularity and locality.

The reader may wonder whether a naïve approach to program
reduction based on runtime code coverage su�ces in practice. To
justify the need to use C�����, we also compared the runtime code
coverage of the original and reduced programs. This coverage is
computed using llvm-cov [11] with the default options.

Table 3 reports the number of executed lines for each benchmark.
In total, the execution of the original programs with the core func-
tionalities covered 23,343 (37.8%) lines among 61,812 executable
lines. That is much larger than the lines of executable code in the
reduced programs. Among 8,986 executable lines, the execution
of the reduced programs covered 6,583 (73.3%) lines. In summary,
these results show that C����� can reduce much larger part of code
than a naïve approach based on dynamic code coverage.

5.3 Security Hardening
We next report upon the e�cacy of C����� in terms of security
hardening. We evaluate this aspect using three di�erent means.
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Original Reduced
Program #Lines Coverage #Lines Coverage
bzip-1.05 6,772 4,504 (66.5%) 2,653 2,417 (91.1%)
chown-8.2 3,918 1,591 (40.6%) 196 193 (98.4%)
date-8.21 4,463 2,034 (45.6%) 972 965 (99.3%)
grep-2.19 12,011 4,304 (35.8%) 2,182 818 (37.5%)
gzip-1.2.4 4,572 2,307 (50.5%) 1,082 1,078 (99.6%)
mkdir-5.2.1 1,847 567 (30.7%) 164 159 (97.0%)
rm-8.4 3,940 1,592 (40.4%) 76 76 (100.0%)
sort-8.16 7,991 3,465 (43.4%) 411 407 (99.0%)
tar-1.14 14,209 2,117 (14.9%) 1,040 335 (32.2%)
uniq-8.16 2,089 862 (41.3%) 210 135 (64.3%)
Total 61,812 23,343 (37.8%) 8,986 6,583 (73.3%)

Table 3: Dynamic code coverage. #Line and Coverage report
the number of executable lines and covered lines by the de-
fault functionality.

#Gadgets #Alarms
Program CVE Original Reduced Original Reduced
bzip-1.05 7 708 387 (45.3%) 1,993 320 (83.9%)
chown-8.2 3 469 178 (62.0%) 47 1 (97.9%)
date-8.21 3 470 237 (49.6%) 201 23 (88.6%)
grep-2.19 3 1,169 848 (27.5%) 619 51 (91.8%)
gzip-1.2.4 3 398 257 (35.4%) 326 128 (60.7%)
mkdir-5.2.1 7 231 119 (48.5%) 43 2 (95.3%)
rm-8.4 7 497 99 (80.1%) 48 0 (100.0%)
sort-8.16 3 846 191 (77.4%) 673 5 (99.3%)
tar-1.14 3 1,340 528 (60.6%) 1,295 23 (98.2%)
uniq-8.16 7 313 115 (63.3%) 60 1 (98.3%)
Total 6,441 2,959 (54.1%) 5,305 554 (89.6%)

Table 4: Security hardening. CVE shows whether the known
CVEs are disabled by C�����. #Gadgets and #Alarms report
the number of ROP gadgets and static analysis alarms of the
original and reduced programs.

First, we inspected the reduced programs and checked whether
the known vulnerabilities are trimmed by C�����. Second, we mea-
sured the reduction in the potential attack space by counting the
number of gadgets in the original and reduced programs using ROP-
Gadget [12]. Third, we ran a state-of-the-art static bu�er overrun
analyzer, S������ [13], and inspected all reported alarms.

The results are shown in Table 4. C����� successfully eliminated
the CVEs in the 6 programs. Of these, 4 CVEs were in non-core
functionalities, and more signi�cantly, 2 CVEs were in core func-
tionalities (tar-1.14 and date-8.21). CVEs in core functionalities
can be typically removed when the vulnerabilities are triggered
in corner cases. As we saw in the case of tar-1.14 in Section 2,
extracting tar balls of �les whose names contain “.." is not common
and rarely exercised by test cases. In that case, C����� can aggres-
sively remove such sub-functionalities handling corner cases even
in core functionalities (i.e., extracting tarball). C����� could not
eliminate the CVEs in the remaining 4 programs because the vul-
nerabilities are triggered with the core functionalities and are not

1 struct dfa {
2 token∗ tokens; /∗ Tokens ∗/
3 int talloc; /∗ Token bu�er size ∗/
4 int tindex; /∗ Token index ∗/
5 /∗ Omitted for clarity ∗/
6 };
7
8 struct dfa ∗dfa;
9
10 void add_tok (token t) {
11 if (dfa->talloc == dfa->tindex)
12 dfa->tokens = (token *) realloc (/* larger size */);
13 ∗(dfa�>tokens + (dfa�>tindex++)) = t;
14 }

Figure 10: Code snippet of grep-2.19. The shaded code was
removed in the �rst trial.

easily �xable by reduction (e.g., race condition). In addition, C�����
reduced potential attack surfaces by removing 54.1% of ROP gad-
gets on average. The decreased size and complexity of the reduced
programs also enable to apply more precise program checkers such
as static analyzers. The debloating reduced the number of bu�er
overrun alarms reported by S������ by 89.6%, making it feasible
to manually inspect the few remaining alarms, all of which turned
out to be false upon inspection.

5.4 Robustness
We measured the robustness of the debloated programs by run-
ning a state-of-the-art fuzzer, AFL [1]. The programs were tested
with randomly generated command-line inputs and input �les (if
necessary) by the fuzzer for three days.

In most cases, the debloated programs are robust since no crashes
were detected by fuzzing, despite the fact that the test cases written
by the original developers extensively exercise the whole programs.
In addition, the runtime monitoring using the sanitizers e�ectively
�ltered out erroneous programs during the debloating process. In
our experience, debloating without the sanitizers yields problem-
atic programs. Common bugs in C programs such as uninitialized
variable use or bu�er over�ow cause the program to crash non-
deterministically. However, the sanitizer can deterministically catch
unde�ned behaviors during the execution and avoid candidate pro-
grams that contain such bugs.

Nevertheless, the reduced programs may fail with a new unseen
input. In our experience, random fuzzing can help enrich the test
script and derive robust programs. For grep-2.19, the fuzzer quickly
found crashing inputs within 10 minutes. Figure 10 shows a typical
example. Initially, the shaded part was removed without any viola-
tion, since all the test cases were small so that re-allocating a new
memory chunk was not needed. This initial program can be easily
crashed (i.e., by a bu�er overrun) by random inputs generated by
fuzzers. In that case, we added the inputs into the test script and
re-ran C�����. This simple feedback process e�ectively enriched
the robustness of the resulting program. Unlike program synthesis
[21] that often over�ts the inputs, program reduction can easily
�nd general enough programs if the original program is correct.
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<latexit sha1_base64="HDUrktgyP4MxNvRb0sSMzoqcXU8=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJCLqz6MZlBfuAJpTJ9KYdOpmEmYlQQ/FX3LhQxK3/4c6/cZpmoa0HLpw5517m3hMknCntON9WaWl5ZXWtvF7Z2Nza3rF391oqTiWFJo15LDsBUcCZgKZmmkMnkUCigEM7GN1M/fYDSMVica/HCfgRGQgWMkq0kXr2gceJGHDAjVN8hT2ZP3p21ak5OfAicQtSRQUaPfvL68c0jUBoyolSXddJtJ8RqRnlMKl4qYKE0BEZQNdQQSJQfpZvP8HHRunjMJamhMa5+nsiI5FS4ygwnRHRQzXvTcX/vG6qw0s/YyJJNQg6+yhMOdYxnkaB+0wC1XxsCKGSmV0xHRJJqDaBVUwI7vzJi6R1VnOdmnt3Xq1fF3GU0SE6QifIRReojm5RAzURRY/oGb2iN+vJerHerY9Za8kqZvbRH1ifP+EDlDI=</latexit><latexit sha1_base64="HDUrktgyP4MxNvRb0sSMzoqcXU8=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJCLqz6MZlBfuAJpTJ9KYdOpmEmYlQQ/FX3LhQxK3/4c6/cZpmoa0HLpw5517m3hMknCntON9WaWl5ZXWtvF7Z2Nza3rF391oqTiWFJo15LDsBUcCZgKZmmkMnkUCigEM7GN1M/fYDSMVica/HCfgRGQgWMkq0kXr2gceJGHDAjVN8hT2ZP3p21ak5OfAicQtSRQUaPfvL68c0jUBoyolSXddJtJ8RqRnlMKl4qYKE0BEZQNdQQSJQfpZvP8HHRunjMJamhMa5+nsiI5FS4ygwnRHRQzXvTcX/vG6qw0s/YyJJNQg6+yhMOdYxnkaB+0wC1XxsCKGSmV0xHRJJqDaBVUwI7vzJi6R1VnOdmnt3Xq1fF3GU0SE6QifIRReojm5RAzURRY/oGb2iN+vJerHerY9Za8kqZvbRH1ifP+EDlDI=</latexit><latexit sha1_base64="HDUrktgyP4MxNvRb0sSMzoqcXU8=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJCLqz6MZlBfuAJpTJ9KYdOpmEmYlQQ/FX3LhQxK3/4c6/cZpmoa0HLpw5517m3hMknCntON9WaWl5ZXWtvF7Z2Nza3rF391oqTiWFJo15LDsBUcCZgKZmmkMnkUCigEM7GN1M/fYDSMVica/HCfgRGQgWMkq0kXr2gceJGHDAjVN8hT2ZP3p21ak5OfAicQtSRQUaPfvL68c0jUBoyolSXddJtJ8RqRnlMKl4qYKE0BEZQNdQQSJQfpZvP8HHRunjMJamhMa5+nsiI5FS4ygwnRHRQzXvTcX/vG6qw0s/YyJJNQg6+yhMOdYxnkaB+0wC1XxsCKGSmV0xHRJJqDaBVUwI7vzJi6R1VnOdmnt3Xq1fF3GU0SE6QifIRReojm5RAzURRY/oGb2iN+vJerHerY9Za8kqZvbRH1ifP+EDlDI=</latexit><latexit sha1_base64="HDUrktgyP4MxNvRb0sSMzoqcXU8=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJCLqz6MZlBfuAJpTJ9KYdOpmEmYlQQ/FX3LhQxK3/4c6/cZpmoa0HLpw5517m3hMknCntON9WaWl5ZXWtvF7Z2Nza3rF391oqTiWFJo15LDsBUcCZgKZmmkMnkUCigEM7GN1M/fYDSMVica/HCfgRGQgWMkq0kXr2gceJGHDAjVN8hT2ZP3p21ak5OfAicQtSRQUaPfvL68c0jUBoyolSXddJtJ8RqRnlMKl4qYKE0BEZQNdQQSJQfpZvP8HHRunjMJamhMa5+nsiI5FS4ygwnRHRQzXvTcX/vG6qw0s/YyJJNQg6+yhMOdYxnkaB+0wC1XxsCKGSmV0xHRJJqDaBVUwI7vzJi6R1VnOdmnt3Xq1fF3GU0SE6QifIRReojm5RAzURRY/oGb2iN+vJerHerY9Za8kqZvbRH1ifP+EDlDI=</latexit>
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<latexit sha1_base64="ZnHCqzSvMvdPlo+l99Uzc/vivwY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXEhNRNBl0Y0rqWAf0oQymd62QyeTMDMRSuzCX3HjQhG3/oY7/8ZpmoW2Hrhw5px7mXtPEHOmtON8W4WFxaXlleJqaW19Y3PL3t5pqCiRFOo04pFsBUQBZwLqmmkOrVgCCQMOzWB4NfGbDyAVi8SdHsXgh6QvWI9Roo3Usfc8TkSfA64d4/uTG+zJ7Nmxy07FyYDniZuTMspR69hfXjeiSQhCU06UartOrP2USM0oh3HJSxTEhA5JH9qGChKC8tNs/zE+NEoX9yJpSmicqb8nUhIqNQoD0xkSPVCz3kT8z2snunfhp0zEiQZBpx/1Eo51hCdh4C6TQDUfGUKoZGZXTAdEEqpNZCUTgjt78jxpnFZcp+LenpWrl3kcRbSPDtARctE5qqJrVEN1RNEjekav6M16sl6sd+tj2lqw8pld9AfW5w8dAJTd</latexit><latexit sha1_base64="ZnHCqzSvMvdPlo+l99Uzc/vivwY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXEhNRNBl0Y0rqWAf0oQymd62QyeTMDMRSuzCX3HjQhG3/oY7/8ZpmoW2Hrhw5px7mXtPEHOmtON8W4WFxaXlleJqaW19Y3PL3t5pqCiRFOo04pFsBUQBZwLqmmkOrVgCCQMOzWB4NfGbDyAVi8SdHsXgh6QvWI9Roo3Usfc8TkSfA64d4/uTG+zJ7Nmxy07FyYDniZuTMspR69hfXjeiSQhCU06UartOrP2USM0oh3HJSxTEhA5JH9qGChKC8tNs/zE+NEoX9yJpSmicqb8nUhIqNQoD0xkSPVCz3kT8z2snunfhp0zEiQZBpx/1Eo51hCdh4C6TQDUfGUKoZGZXTAdEEqpNZCUTgjt78jxpnFZcp+LenpWrl3kcRbSPDtARctE5qqJrVEN1RNEjekav6M16sl6sd+tj2lqw8pld9AfW5w8dAJTd</latexit><latexit sha1_base64="ZnHCqzSvMvdPlo+l99Uzc/vivwY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXEhNRNBl0Y0rqWAf0oQymd62QyeTMDMRSuzCX3HjQhG3/oY7/8ZpmoW2Hrhw5px7mXtPEHOmtON8W4WFxaXlleJqaW19Y3PL3t5pqCiRFOo04pFsBUQBZwLqmmkOrVgCCQMOzWB4NfGbDyAVi8SdHsXgh6QvWI9Roo3Usfc8TkSfA64d4/uTG+zJ7Nmxy07FyYDniZuTMspR69hfXjeiSQhCU06UartOrP2USM0oh3HJSxTEhA5JH9qGChKC8tNs/zE+NEoX9yJpSmicqb8nUhIqNQoD0xkSPVCz3kT8z2snunfhp0zEiQZBpx/1Eo51hCdh4C6TQDUfGUKoZGZXTAdEEqpNZCUTgjt78jxpnFZcp+LenpWrl3kcRbSPDtARctE5qqJrVEN1RNEjekav6M16sl6sd+tj2lqw8pld9AfW5w8dAJTd</latexit><latexit sha1_base64="ZnHCqzSvMvdPlo+l99Uzc/vivwY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXEhNRNBl0Y0rqWAf0oQymd62QyeTMDMRSuzCX3HjQhG3/oY7/8ZpmoW2Hrhw5px7mXtPEHOmtON8W4WFxaXlleJqaW19Y3PL3t5pqCiRFOo04pFsBUQBZwLqmmkOrVgCCQMOzWB4NfGbDyAVi8SdHsXgh6QvWI9Roo3Usfc8TkSfA64d4/uTG+zJ7Nmxy07FyYDniZuTMspR69hfXjeiSQhCU06UartOrP2USM0oh3HJSxTEhA5JH9qGChKC8tNs/zE+NEoX9yJpSmicqb8nUhIqNQoD0xkSPVCz3kT8z2snunfhp0zEiQZBpx/1Eo51hCdh4C6TQDUfGUKoZGZXTAdEEqpNZCUTgjt78jxpnFZcp+LenpWrl3kcRbSPDtARctE5qqJrVEN1RNEjekav6M16sl6sd+tj2lqw8pld9AfW5w8dAJTd</latexit>
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Augmentation
/* grep-2.19 */ 
struct dfa { 
    token* tokens; 
    int talloc; 
    int tindex; 
} 

struct dfa ∗dfa; 

void add_tok (token t) { 
    /* removed in the first trial 
       and restored after augmentation */ 
    if (dfa->talloc == dfa->tindex) 
        dfa->tokens = (token *) realloc (/* large size */); 
    *(dfa−>tokens + (dfa−>tindex++)) = t; 
}
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